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Net Ready KPP Components

Information Assurance 
Accreditation

Defend

Protect



Interoperability and Supportability of IT and NSS 
DODD 4630.5 & DODI 4630.8, OASD(NII)/DOD CIO
Interoperability and Supportability of IT and NSS 

DODD 4630.5 & DODI 4630.8, OASD(NII)/DOD CIO

DOD Acquisition 
DODD 5000.1, DODI 5000.2, DOD 

5000.2R (USD-AT&L)

DOD Acquisition 
DODD 5000.1, DODI 5000.2, DOD 

5000.2R (USD-AT&L)

Information Assurance 
DOD 8500, 5200, CJCS 6510, OASD(NII)/DOD CIO

Information Assurance 
DOD 8500, 5200, CJCS 6510, OASD(NII)/DOD CIO

Joint Capabilities Integration and 
Development System (JCIDS)

CJCSI 3170.01D, CJCSM 3170.01A, JCS J-8

Joint Capabilities Integration and 
Development System (JCIDS)

CJCSI 3170.01D, CJCSM 3170.01A, JCS J-8

PRE-ACQUISITION 
and Non-ACAT

ACQUISITION POST-ACQUISITION
(FIELDED SYSTEMS)

Interoperability and Supportability of 
IT and NSS, CJCSI 6212.01C

JCS J-6

Interoperability and Supportability of 
IT and NSS, CJCSI 6212.01C

JCS J-6

Information
Assurance
(DITSCAP)

Process

J-6 Certification,
Validation

(ICD/CDD/CPD)

Interoperability/ 
Supportability 

Certification and 
Testing

(ISP)

OSD Policy Memoranda/Directives, Clinger Cohen Act (CCA), …OSD Policy Memoranda/Directives, Clinger Cohen Act (CCA), …

JTRS, E3,
Spectrum,
SAASM,

Etc.

DOD and Joint Policy and Processes



Information Assurance Accreditation

Data/Information:

• Availability

• Integrity

• Authentication 

• Confidentiality

• Non-repudiation

Data/Information:

• Availability

• Integrity

• Authentication 

• Confidentiality

• Non-repudiation
Validation

Verification

Post
Accreditation

Definition

The system must fully comply 
with DODD 8500.1 and DODI 
8500.2 and with Phase 1 
Definition of DITSCAP (DODI 
5200.40).  Provide required IA 
documentation to JS/J6I

INFORMATION ASSURANCE (IA): Information Operations that protect and 
defend information and information systems by ensuring their availability, 
integrity, authentication, confidentiality, and non-repudiation.

* DoD Information Technology  Security Certification and  Accreditation Process



Information Assurance Accreditation
Flow Chart
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SSAA: System Security Authorization Agreement



NR KPP (CJCSI 6212.01C)
Focus has shifted to interfaces, net centric services, data sharing, 
availability, assurance and correctness – net readiness and the Net 
Ready Key Performance Parameter (NR KPP)

Net Ready KPP
All activity interfaces, services, 
policy-enforcement controls, and 
data-sharing of the NCOW-RM 
and GIG-KIPs will be satisfied to 
the requirements of the specific 
Joint integrated architecture 
products (including data 
correctness, data availability 
and data processing), and 
information assurance 
accreditation, specified in the 
threshold (T) and objective (O) 
values.

Threshold (T)
100% of interfaces; 
services; policy-
enforcement controls; 
and data correctness, 
availability and 
processing 
requirements  
designated as 
enterprise-level or 
critical in the 
ntegrated
architectures

Objective (O)
100% of 
interfaces; 
services; policy-
enforcement 
controls; and 
data correctness, 
availability and 
processing 
requirements in 
the integrated 
architectures



6212.01D (Draft) NR KPP
Net Ready KPP

Net-Ready: The system 
must  support Net-Centric 
military operations.  The 
system must be able to 

enter and be managed in 
the network, and 

exchange data in a 
secure manner to 
enhance mission 

effectiveness.  The 
system will not 

significantly increase the 
workload of operators, 

system administrators, or 
maintainers. 

Threshold (T)
The system must support execution of joint 
critical operational activities identified in the 

system’s integrated architecture products and 
satisfy the technical requirements for 

transition to Net-Centric military operations to 
include

1) DISR mandated GIG IT standards
identified in the TV-1,

2) DISR mandated GIG KIPs identified in the 
KIP declaration table,

3) NCOW RM Services
4) Information assurance requirements

including availability, integrity, authentication, 
confidentiality, and non-repudiation, and 

issuance of an Interim Approval to Operate 
(IATO) by the Designated Approval Authority 

(DAA), and
5) Operationally effective information 

exchanges; and mission critical performance 
and information assurance attributes

identified in the SV-6. 

Objective (O)
The system must support execution of all joint 
operational activities identified in the system’s 
integrated architecture products and satisfy 
the technical requirements for Net-Centric 

military operations to include
1) DISR mandated GIG IT standards identified 

in the TV-1, 
2) DISR mandated GIG KIPs identified in the 

KIP declaration table,
3) NCOW RM Services 

4) Information assurance requirements 
including availability, integrity, authentication, 

confidentiality, and non-repudiation, and 
issuance of an Interim Approval to Operate 
(ATO) by the Designated Approval Authority 

(DAA), and
5) Operationally effective information 

exchanges; and mission critical performance 
and information assurance attributes

identified in the SV-6. 



NR-KPP
Information Assurance Compliance Statement

• Information assurance is an integral part of net 
readiness.  This system is currently in full 
compliance with DOD Directive 8500.1 and DOD 
Instruction 8500.2, DOD Instruction 8500.40, 
DODI 5200.40, and has made the required 
Information Assurance documentation available to 
the Joint Staff J-6 for review.



Integrated Architecture Product Relationships

Precepts and 
assumptions
Precepts and 
assumptions

Correlated 
activities
Correlated 
activities

AV-1

Correlated 
systems functions

Correlated 
systems functions

OV-6c

SV-5

SV-4

OV-5OV-4 OV-2

Overview and 
Summary Information

Organizational 
Relationships

Operational 
Activity Model

Operational Node 
Connectivity

Operational Activity to Systems 
Function Traceability Matrix

Systems 
Functionality 
Description 

Operational Event-
Trace Description

Nodes mapped 
to lifelines 

Nodes mapped 
to lifelines 

Nodes participating in 
operational activities
Nodes participating in 
operational activities

Activity hierarchy 
and process flow
Activity hierarchy 
and process flow

SV-6

Systems Data 
Exchange Matrix

Operational capability to 
required system correlation

Operational capability to 
required system correlation

• Phase I, II, III BDA
• MEA
• Target nominations
• Special Studies

• Maritime CTL
• Phase I, II BDA

• Propose targets
• Track JFLCC Targets
• Phase I, II BDA
• MEA

• Target study
• Point mensuration
• No strike lists• Target materials
• Phase I, II, III BDA

• Phase II BDA;
Combat Assessment
• CDL, JNFL, Pre-
planned JTL
• Target materials
• Target nomination

• Phase I, II BDA; MEA
•Tgt. Folders;weaponeering
• ATO,JTl

JFC
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• Phase I BDA

• Coalition Coordination

Caveats:
• Extract from
USCENTCOM

Objective Architecture
Concerning Targeting –
November 1997 Draft

• Nodes; info. exchanges;
functions shown do not
represent a complete set

MIDB
Changes

Target
Nominations

BDA Reports
(imagery/text)

• BDA Reports
(imagery/text)

•Collection
Requirements

• BDA Reports
(imagery/text)

• Target materials/analysis
• BDA Reports (imagery/text)

Collection
Requirements

• Weapon System Video
• MISREPs
• Combat Reports
• Munitions Effects
• Target nominations
• Target material requests

• Target materials/analysis
• BDA Reports (imagery/text)

• BDA Reports (imagery/text)

•Enemy Force
Effectiveness

•Collection
Requirements

•Target
Nominations • BDA Reports

(imagery/text)

• Weapon System Video
• MISREPs
•Combat Reports
• Munitions Effects
• Target nominations
• Target material requests
• Collection Requirements
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Near Term Operations as of 2003 --Major Regional Conflict -- Theater Air and Missile Defense functions 
Sources:  Ref J6, J13, J62, J84, J94, J97, N3, N10, N11, N14, N16, N27, F1, B17, R8, R16, S11, S14-S24 
Notes for Navy Charts
1

AWACS
2
RIVET JOINT

3
Formerly EWC

4
Aerial Refueling Aircraft

5
May be indirect via Fleet gateway6 “Ships” & “Subs” refers to vessels, which although not an integral part of the Joint Force, are tasked to provide surveillance

Information needs … (AV-1, OV-2, OV-4, OV-5, SV-4, SV-5, SV-6)

Information timeliness … (OV-6c, SV-5, SV-6)

Information assurance … (OV-5, SV-4, SV-5, SV-6)

Net-enabled … (OV-2, SV-4, SV-5, TV-1, NCOW RM)

TV-1
Technical 
Standards 

Profile

Applicable 
standards for a 

given architecture

Applicable 
standards for a 

given architecture



Joint/Allied
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Parameter (NR KPP)



OV-5 Operational Activities

Critical Operational Activities
Identified in OV-5



SV-5 System Functions vs. Operational 
Activities

System functions required
to support activities

Critical Operational
Activities from OV-5



SV-4 System Functions 

0

System function related
to NCOW RM identified

Enterprise Service



SV-6 System Data Exchanges

Needline Transaction 
Type 

Information 
Description Source Node Frequency Bandwidth Destination 

Node Frequency Bandwidth Collaborative 
or One-Way Timeliness Encrypted Classification Critical

1.1.1 UHF Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

117.975-
136.975 MHz
225-399.975 

MHz 

25KHz A/C Varies 25 KHz Collaborative <5 Secs (T) No Unclass Yes 

1.1.2 Data Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

225-399.975 
MHz 25 KHz A/C Varies 25 KHz Collaborative <5 Secs (T) No Unclass Yes 

1.1.3 VHF Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

225-399.975 
MHz 25 KHz A/C Varies 25 KHz Collaborative <5 Secs (T) No Unclass Yes 

1.1.5 Altitude Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

116-149.975 
MHz 

225-399.975 
MHz 

25 KHz A/C Varies 25 KHz Collaborative <5 Secs (T) No Unclass Yes 

1.2.1 UHF SATCOM Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

30-512 MHz TBD A/C Varies TBD Collaborative <5 Secs (T) Yes Unclass No 

1.3.2 INMARSAT Airspace 
Control 

Air Traffic Control 
(ATC)/ 

Controlling 
Agency 

1525 – 1559 
MHZ (R) 

1626 – 1661
MHZ (T) 

N/A A/C TBD N/A Collaborative <5 Secs (T) No Unclass No 

1.3.2 TACAN Navigation 
Advisory 

Air Traffic Control 
(ATC)/Controlling 

Agency 
N/A N/A A/C TBD TBD One-Way < 5 Secs (T) No Unclas Yes 

2.1.1 UHF Navigation 
Advisory Civilian Aircraft TBD TBD A/C TBD TBD Collaborative < 5 Secs (T) No Unclas Yes 

3.1.1 UHF Navigation 
Advisory COCOM/VIPSAM TBD TBD Joint Allied 

Aircraft 
30-400 MHz, 

8.33KHz 

30-88 MHz, 
108-156 

MHz, 136-
174 MHz, 
224-400 

MHz (AM), 
225-400 

MHz (FM) 

Collaborative < 5 Secs (T) No Unclas Yes 

 

System data exchange required to perform a 
previously identified system function 

(I.e. operationally effective information exchange) SV-6 data fields help 
determine IA requirements 

KIPs are identified by 
media type of system data 
exchange (also see SV-2)



Way Ahead

Bottomline – there is a lot to be gained …

Don't let your systems get pounded!!...



Information Assurance

SOMEONE’S ALWAYS WATCHING!!!
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